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Abstract

The digital transformation of immigration systems has introduced significant challenges to
personal data protection, particularly from escalating cyber threats. Critical digital
infrastructure, including SIMKIM, e-Visa, and autogate, handles sensitive data whose breach
could severely compromise national security and individual privacy. This qualitative
descriptive study analyzes Indonesia’'s immigration data protection policies and evaluates the
potential of Artificial Intelligence (Al) as a strategic tool for cyber threat mitigation. Our
findings, based on a comprehensive literature review, indicate that current legal frameworks
are largely normative, lacking specific technical provisions for data protection within this
sector. In contrast, Al technology shows immense promise for detecting system anomalies,
enhancing audit capabilities, and preventing data breaches. Consequently, this study
recommends implementing specific sectoral technical regulations, investing in digital human
resource capacity, and deploying Al-driven systems to secure immigration data, thereby laying
a foundation for a risk-based, adaptive digital security governance framework.

Keywords: Immigration Data Protection, Artificial Intelligence, Cybersecurity, Digital
Governance

Introduction

The digital transformation has become the cornerstone of modernizing bureaucracy and
public services, including within immigration systems (Stewart & Mulvey, 2014). The
digitalization of services such as e-Visa, autogate, and SIMKIM (Sistem Informasi Manajemen
Keimigrasian) has accelerated administrative processes while simultaneously increasing the
volume and complexity of personal data being managed. The data collected is highly sensitive,
encompassing foreign citizens' identities, biometrics, and cross-border travel histories
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(Dwertmann & Kunze, 2021). This makes digital immigration systems a prime target for cyber
threats, especially when data protection measures have not been matched with sophisticated
security systems.

In Indonesia, there are relevant legal foundations in place, such as Undang-Undang
(UU) No. 27 of 2022 on Personal Data Protection and Peraturan Pemerintah (PP) No. 71 of
2019 on Electronic-Based Government Systems. However, the implementation of these
policies in the government sector is still largely administrative and lacks specific technical
provisions, particularly for the immigration sector. This gap is exacerbated by low digital
literacy and limited human resource capacity in data security. The sensitivity of immigration
data means that any breach or manipulation could have significant consequences for national
security (Idiege et al., 2024).

Globally, advanced nations have begun integrating artificial intelligence (Al) into the
management and security of public data to detect system anomalies, identify cyberattacks, and
strengthen audit systems. A study by (Choi et al., 2022) on South Korea's immigration system
demonstrated that Al could detect suspicious crossing patterns in real-time, preventing over
400 potential data breaches within two years (lazzolino, 2025). In contrast, Indonesia is still in
the process of strengthening its regulations and has yet to adopt predictive, technology-based
approaches like Al in its immigration systems (Arthur & Flynn, 2011). This highlights a
significant disparity between policy, implementation, and technological advancements.
Without the integration of data protection policies and Al-based technology, Indonesia's
immigration system remains vulnerable and un-adaptive to the evolving complexity of cyber
threats (Shin, 2020). This context underscores the importance of a risk-based policy and
adaptive digital governance, where public policy is based on identifying digital risks and is
designed to respond to rapid technological changes .

The urgency of this research lies in the increasing frequency and complexity of
cyberattacks against Indonesia's public sector, which largely lacks adequate early detection
systems. Government institutions face significant data security challenges due to limited
technical regulations and weak integration between systems (Horvath et al., 2023). The absence
of an Al-based system in Indonesia's immigration framework creates substantial
vulnerabilities, especially given the global trend of personal data becoming a valuable
commodity susceptible to illegal trade (Sparre & Nielsen, 2025). Therefore, there is a pressing
need for a policy shift from a reactive to a predictive, technology-based approach. This research
is crucial for building a more adaptive, risk-responsive, and evidence-based immigration
governance (Diaz-Sanchez & Correa, 2024).

This study aims to fill this gap by combining an analysis of immigration data protection
policies with the potential integration of Al technology for cyber risk mitigation. The research's
focus is not only on the technical aspects of Al but also on how policies can be designed to be
responsive to digital threats and oriented towards risk governance. This approach is expected
to bridge the gap between normative policy and technological needs in the digital era (Hamdi
et al., 2024). Therefore, this research seeks to provide a comprehensive overview of the policy
gaps and opportunities for applying technology to strengthen immigration data security. The
findings are intended to contribute theoretically to the field of digital governance and provide
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a relevant policy basis for decision-makers within the Directorate General of Immigration and
related agencies.

This research is designed to address two key questions. First, it asks how Indonesia’s
immigration data protection policies currently respond to cyber threats in the digital era.
Second, it examines the role of Al technology—particularly anomaly detection—in supporting
cyber risk mitigation for immigration data. Guided by these questions, the study aims, first, to
analyze existing immigration data protection policies in Indonesia, with a specific focus on
how they are implemented in the digital context and how relevant and effective they are in
dealing with increasingly complex cyber security threats. In addition, the research seeks to
identify the potential use of Al technology, especially anomaly detection systems, as a strategic
solution for mitigating cyber threats targeting immigration information systems and data.

Literature Review

Previous studies have extensively discussed personal data protection in the public
sector, particularly following the enactment of UU No. 27 of 2022. For instance, a study by
(Prakoso & Nugroho, 2021) highlighted the weak institutional readiness of government bodies
to implement data protection principles, such as data minimization, accountability, and
information security. While this study is valuable for its focus on general regulations and
governance, it does not specifically address the immigration sector, which is a strategic unit
with high cyber risks.

Furthermore, some research has highlighted the role of Al in enhancing the security of
public information systems. (Choi et al., 2022) studied the application of Al in the South
Korean immigration system and found that anomaly detection algorithms significantly reduced
potential identity infiltration and data breaches. However, their study primarily focused on
technical implementation and did not delve deeply into policy formulation as a prerequisite for
the successful integration of Al into public service systems. In the Indonesian context, (Taufik
& Rahmawati, 2022) evaluated the gap between regulations and the implementation of
electronic government systems. They found that regulations are often too general and lack
technical guidance for specific sectors like immigration, which manages large-scale, cross-
border data. This points to the need for a more in-depth sectoral study of data protection policies
in the immigration field, from both a regulatory content and implementation readiness
perspective.

Additionally, a literature review by (Wijaya & Hartini, 2023) identified that most
studies on data protection focus on legal or technological aspects separately. There is a lack of
research that examines the synergy between public policy approaches and technological
innovation, specifically Al, as an integrated solution. This represents a research gap in
analyzing the simultaneous integration of policy and technology in strategic public sectors like
immigration.

34



International Journal of Multidisciplinary Approach Research and Science

Research Method

This study employs a qualitative descriptive research design, utilizing a comprehensive
literature review and policy analysis approach. The descriptive qualitative method is chosen to
provide a systematic, factual, and accurate account of immigration data protection policies in
the digital age and to explore the potential application of Al in mitigating cyber threats. This
approach is particularly suitable as the research does not aim to test a hypothesis but rather to
explore a phenomenon, analyze policy documents, and interpret the role of technology from a
public policy perspective.

The study is conducted as a literature-based and policy-focused inquiry, hence it is not
confined to a single physical location but rather focuses on the institutional and regulatory
scope at the national level. The primary institutional scope is the Directorate General of
Immigration, which holds the main authority for managing immigration information systems,
including the collection, storage, and processing of personal data for cross-border travelers.
The research also analyzes national regulations such as UU No. 27 of 2022 on Personal Data
Protection and PP No. 71 of 2019 on Electronic System and Transaction Implementation. The
analysis extends to the implementation of digital immigration systems like SIMKIM, e-Visa,
and autogate. Although direct field observation is not conducted, the scope and data analyzed
accurately represent the actual state of data security policies and systems in Indonesia,
supplemented by a comparative review of international practices to provide a basis for policy
recommendations.

Data collection for this research is performed through document studies, policy
analysis, and a review of scientific literature. The documentation technique involves gathering
secondary data from official sources, including laws, government regulations, internal policies
of the Directorate General of Immigration, and institutional documents such as annual reports
and technical guidelines. These documents are used to identify the norms, policy structures,
and data protection implementation within Indonesia's digital immigration systems. Policy
analysis is conducted on relevant regulations to evaluate the extent to which they provide
technical protection for personal data and to assess their strengths and weaknesses within the
context of digital immigration services. The literature review includes accredited national
journals, international articles, and other scientific publications discussing the integration of Al
in public data security. This technique is used to develop a conceptual framework and identify
existing research gaps. This approach is consistent with qualitative research methodologies that
rely on secondary data and documentation as primary information sources when direct access
to primary data is not feasible.

The data analysis employs two primary approaches: content analysis and thematic
analysis. This combination is chosen to suit the nature of the data, which consists of policy
documents, regulations, and scientific literature. Initially, content analysis is performed on
official documents to identify the substantive and technical provisions for data protection and
to see how Al or other automation technologies are mentioned or integrated into policies.
Following this, a thematic analysis is conducted on the scientific literature and previous
research reports. Data is manually coded to identify recurring key themes, such as "policy
gaps,” "Al potential in cyber mitigation,"” "public sector data protection,” and "digital
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institutional adaptation™. This thematic analysis is used to formulate conceptual patterns that
support the development of the analytical framework and the interpretation of the findings. The
analysis is conducted iteratively, with coded data being re-examined and compared against
theoretical references and practical contexts. This process allows for a deeper understanding
and supports the triangulation of data sources.

The research instruments used are a document analysis checklist and a thematic review
grid. The checklist is designed to systematically evaluate policy documents against data
protection principles and cyber risk mitigation strategies, checking for elements such as
specific technical regulations for digital immigration systems and the role of Al. The thematic
review grid is used to analyze scientific articles, identifying the author, study purpose, methods,
key findings, relevance to the research theme, and study limitations. These instruments are
conceptual in nature, serving to structure the interpretation process rather than to perform
numerical measurements, which is appropriate for document-based qualitative research

Result and Discussion

This section presents the findings from our analysis of Indonesia’s immigration data
protection policies and evaluates the potential role of Al in mitigating cyber threats. The
discussion is structured into sub-sections to provide a comprehensive and systematic overview
of the research results and their implications.

Analysis of Data Protection Regulations in the Immigration Sector

The protection of data within the immigration sector is of paramount importance given
the high volume of sensitive personal information handled by the Directorate General of
Immigration. This data includes the identities and biometrics of citizens and foreign nationals,
as well as travel histories and other legal documents. The primary legal framework for data
protection in Indonesia is UU No. 27 of 2022 on Personal Data Protection (UU PDP), which
serves as the first national umbrella law comprehensively regulating data subject rights and the
obligations of data controllers, including government agencies. The UU PDP establishes key
principles such as lawfulness, purpose limitation, and data minimization. However, our
findings indicate that despite this overarching regulation, specific derivative rules that
technically govern data protection within core immigration systems—such as SIMKIM, e-
Visa, and autogate—have not yet been issued. This policy vacuum creates a significant gap,
where data protection in this sector remains largely administrative and falls short of the
accountability and transparency principles mandated by the UU PDP.

Furthermore, while PP No. 71 of 2019 concerning the Implementation of Electronic
Systems and Transactions (PP PSTE) provides a technical foundation for the security of
government electronic systems, the transparency of its implementation within the immigration
sector remains opaque. Although the Directorate General of Immigration has developed
integrated information systems like SIMKIM and INA-PORTNET, the specific mechanisms
for user data protection are not publicly disclosed through official policies or technical
guidelines. The roles of supporting institutions like the National Cyber and Crypto Agency
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(BSSN) and the Ministry of Communication and Informatics (Kominfo) are also crucial. BSSN
provides general information security guidelines, but there is a notable absence of binding,
sector-specific guidelines for immigration agencies to address sophisticated data breach and
cyber threats. This fragmentation of the regulatory framework and lack of inter-institutional
coordination represent a critical implementation weakness.

The overall regulatory landscape for data protection in the immigration sector is
therefore generic and fragmented. There is an urgent need for more technical and sectoral
derivative policies tailored to the complexity of immigration data management. The integration
of Al-based security technologies, such as anomaly detection systems or risk modeling, should
also be a key focus in internal regulations and institutional collaborations.

Weaknesses and Gaps in Policy Implementation

Our analysis reveals several structural and institutional weaknesses in the
implementation of existing data protection policies within the immigration sector. A primary
weakness is the absence of specific technical regulations that govern data protection standards
for immigration information systems. While systems like SIMKIM, e-Visa, and autogate
process millions of personal data entries annually, it is not publicly clear to what extent these
systems adhere to core data security principles such as confidentiality, integrity, and
availability (the CIA triad).

Another major gap is the sub-optimal inter-institutional coordination between the
Directorate General of Immigration, Kominfo, and BSSN. Despite BSSN's role in providing
cyber security guidelines and Kominfo's as the primary regulator, there is no integrated
supervision system to ensure all public institutions, including Immigration, undergo regular
cyber audits. This lack of clear accountability for data breaches further weakens the
enforcement of data subject rights.

Furthermore, the research identifies a lack of transparency and public engagement in
data protection policies. There are no public annual reports from the Directorate General of
Immigration regarding data management, security audits, or cyber incidents. This contrasts
sharply with international best practices, where government agencies are required to publish
compliance reports on data security regulations, such as those mandated by the GDPR in
Europe.

Internally, not all civil servants in the immigration environment possess adequate
digital literacy and data security awareness. Previous studies suggest that cyber security
training within government agencies is often sporadic, leading to vulnerabilities from human
error and social engineering. The success of data protection is, therefore, not solely determined
by technological infrastructure but also by the readiness of human resources. These weaknesses
underscore the necessity of an adaptive, rather than merely normative, policy approach.

Classification of Relevant Cyber Threats

Digitalization of immigration services has made the sector a significant target for cyber
threats. These threats can be both internal and external, targeting sensitive data such as
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biometrics, travel histories, and official documents. A critical step in building a risk-based
security strategy is the proper identification and classification of these threats.

Common cyber threats in the public sector, including immigration, include malware,
ransomware, phishing, Distributed Denial of Service (DDoS) attacks, and data breaches
resulting from unauthorized access or internal negligence. A breach in the immigration system
could be used for identity manipulation, forgery of travel documents, and other actions that
threaten national security. The post-pandemic era's increased reliance on digital systems has
amplified these risks. The need for a proactive approach is clear, and Al-based anomaly
detection systems that can monitor network traffic and user behavior in real-time are identified
as a key strategic solution.

The Potential of Artificial Intelligence for Cyber Threat Mitigation

The adoption of Al in digital government systems, particularly for information security,
has grown rapidly. For the immigration sector, Al can play a strategic role in early detection,
real-time system monitoring, and more accurate data-driven decision-making. Al-based
systems offer an adaptive layer of security that traditional methods cannot provide.

A key application is anomaly detection. This system analyzes network traffic patterns
and user activity logs to identify deviations from normal behavior. For example, an unusual
login time or a sudden mass download of data could be flagged as an anomaly, triggering an
automatic alert. The primary advantage of Al in this context is its ability to learn from data and
continuously update its algorithms, allowing it to recognize novel "zero-day" attacks that
signature-based systems would miss.

Furthermore, Al can be used for risk scoring and profiling of internal system users. By
establishing a baseline of normal activity for immigration officers, an Al system can flag high-
risk activities, such as unusual data access, mitigating the often-overlooked threat from internal
actors.

However, the implementation of Al is not without its challenges. The primary obstacle
is the need for a robust data infrastructure. Al systems require large, clean, and well-structured
datasets to function optimally. In many government institutions, data integration and
interoperability remain significant hurdles. Another major challenge is the lack of explicit
regulations governing the use of Al in public services that handle personal data. While the UU
PDP outlines principles of fairness and accountability, it does not yet technically address the
use of algorithms, which could potentially lead to algorithmic bias. Despite these challenges,
international practices demonstrate the benefits of Al implementation. Countries such as
Singapore, South Korea, and Estonia have successfully deployed Al-driven intrusion detection
systems (IDS) that monitor millions of system activities daily, automatically mitigating
potential attacks without disrupting service delivery. For Indonesia, a gradual approach,
starting with a prototype Al anomaly detection system on a single subsystem like e-Visa, is a
viable first step.
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Comparison with Previous Studies

This study finds that Indonesia’s immigration data protection policies are in the early
stages of regulatory strengthening and are not yet fully integrated with Al-based technological
approaches. This finding aligns with and extends previous research, such as that of (Prakoso &
Nugroho, 2021), who noted institutional unpreparedness, and (Taufik & Rahmawati, 2022), who
highlighted the generic nature of regulations for specific sectors. Our research specifically
identifies the immigration sector as a critical case study, where the gap between normative
policy and technological needs is particularly stark.

The absence of a publicly available cyber incident reporting system within the
immigration environment, as identified in our study, reinforces the findings of (Sari &
Gunawan, 2020) regarding a lack of transparency and an over-reliance on manual mechanisms
in Indonesian government agencies. This contrasts sharply with international practices, where
a culture of accountability and public reporting is a standard.

Furthermore, our findings add a new dimension to the literature in Indonesia by
emphasizing the critical need to integrate Al technology into data security systems. Previous
local studies often focused on legal or policy aspects in isolation, whereas this research
advocates for an integrative approach between public policy and adaptive technology.

Comparing our findings with international examples from Estonia, Singapore, and the
Netherlands (as shown in Table 1), it is evident that these countries are far more advanced in
building Al-based government data security systems. Estonia’s multi-layered security system
and Singapore’s Al-driven IDS serve as strong benchmarks, highlighting Indonesia’s position
in the early stages of Al implementation in high-risk public sectors.

Theoretical and Policy Implications

This research is grounded in the theories of information security governance and risk-
based regulation, which posit that public policies should be designed based on an accurate
evaluation of actual threats and risks. Our findings validate these theories by demonstrating a
significant gap between Indonesia’'s normative legal framework and the operational realities of
modern cyber threats. The current policies are generic and lack the technical specificity
required to face sophisticated attacks, indicating that they are not yet fully supported by a multi-
layered security system or a predictive mitigation orientation.

Furthermore, the theory of adaptive governance is highly relevant. It argues that in a
complex and rapidly changing environment like the digital world, rigid legalistic policies are
ineffective. Our findings show that Indonesia's immigration data protection policies are
reactive and administrative, failing to be anticipatory and technology-driven. This confirms the
need for a paradigm shift from passive to active and predictive data protection, with Al as an
integral component of the security governance framework.

The study contributes to the development of a framework for evaluating digital public
policy by highlighting the absence of a public incident reporting system. From an
accountability perspective, transparency is a key pillar. The lack of documented cyber incidents
hinders institutional learning and policy improvement. This suggests that digital accountability
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IS not yet a mature institutional culture in this sector. Ultimately, this research provides strong
evidence that technology must be an integral part of data protection policy, not merely an
administrative complement. The findings contribute to the idea of modern data governance,
which emphasizes three key elements: clear regulations, adaptive technology, and active public
participation.

Table 1. Comparison of Al Implementation for Cybersecurity in Government Sectors

ountry Sector/Agency Type of Al Tech Main Function Results/Benefits
Singapore Immigration & Al-based Early detection of  Reduces false alarms
Checkpoints Intrusion cyberattacks on and accelerates

Authority (ICA)

Detection System
(IDS)

border systems and
e-passports

security response

South Korea  Ministry of Machine learning Detects abnormal ~ Reduces internal
Justice for log activity behavior from data breaches by up
Immigration anomalies internal staff or to 40%
Services system users
Estonia e-Government/ Al for log Automatically Enhanced security
Immigration monitoring and verifies data access for e-residency
dynamic in real-time system, zero
encryption incidents in 2023
Netherlands ~ IND (Immigratie  Al-based risk- Analyzes visa Accelerates
en profiling system  applications to validation processes,
Naturalisatiedien detect potential increases efficiency
st) manipulation Export to Sheets

Conclusion

Based on the analysis, this study concludes that Indonesia's data protection policy
within the Directorate General of Immigration is largely general and has not specifically
regulated a technology-adaptive framework for immigration data protection. While national
legal frameworks, such as UU No. 27 of 2022 on Personal Data Protection and PP No. 71 of
2019 on Electronic-Based Government Systems, are in place, their implementation in the
immigration sector is primarily administrative. This approach lacks the necessary technical
tools, audits, and effective cyber mitigation procedures. This significant gap between
regulation and practice creates a critical potential vulnerability to cyber threats, both internal
and external.

A key finding is that the adoption of Al as a strategic cyber risk mitigation tool has not
been integrated into immigration data governance. This represents a substantial missed
opportunity, as Al technology has been shown to possess significant potential to detect
anomalies, monitor system activity in real-time, and provide early warnings against
sophisticated cyberattacks. A comparative analysis with countries such as Singapore, South
Korea, and Estonia demonstrates that the application of Al in their immigration systems has
proven to enhance both efficiency and public data security. Therefore, the digital
transformation in Indonesia's immigration sector needs to be driven toward a more strategic,
rather than merely administrative, direction.
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This research contributes to the academic discourse by affirming the importance of risk-
based regulation and adaptive governance in formulating public data protection policies,
particularly for strategic sectors like immigration. The findings highlight that an effective
policy framework must be proactive and responsive to the dynamic nature of digital threats,
rather than being reactive. The study also provides several strategic recommendations designed
to bridge the existing policy-technology gap.

To address these challenges, we recommend a series of strategic actions. First, there is
a pressing need for the government to draft and implement sectoral technical regulations
specifically for data protection in immigration services. These regulations must move beyond
general principles and detail aspects such as data classification, security protocols, access
management, and incident reporting procedures. Second, the Directorate General of
Immigration should be encouraged to implement Al-based anomaly detection systems within
its digital infrastructure. Such systems would enable early threat detection and minimize human
error, eventually evolving into a predictive security framework.

Third, institutional capacity must be strengthened through targeted cyber security
training for immigration personnel. This measure would not only improve the technical skills
of staff but also cultivate a culture of digital risk awareness within the institution. Fourth, the
Directorate General of Immigration needs to establish transparent audit and public reporting
mechanisms for cyber security incidents. These measures are crucial for enhancing
accountability and promoting robust digital governance.

By adopting these technology-driven strategic policies, Indonesia can not only bolster
the resilience of its immigration data against cyberattacks but also reinforce its commitment to
the digital rights of its citizens. This approach provides a crucial foundation for a secure,
responsive, and trustworthy immigration system in the era of government digital
transformation.
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